
(4)(4)

>  >  

>  >  
(2)(2)

>  >  

>  >  

(1)(1)

>  >  

>  >  

(5)(5)

(3)(3)

(6)(6)

>  >  

>  >  

>  >  

Today's goal:  implement RSA  from input file to list of numbers, & decrypt.

1) get your text somehow.
2) set up RSA:  (secret part) pick 2 big primes p, q  let n=p*q
                         and and exponent e rel prime to phi(n)
                          (secret) determine d=1/e mod phi(n)
                          publish (n, e).   [encrypting key]
                          remember (n, d) [decrypting key]

t e x t : =  " n o w  i s  t h e  t i m e  a n d  t h i s  i s  t h e  r e c o r d  o f  t h e  t i m e . " ;

Use as our alphabet just anything a computer can represent, ie bytes 0 .. 255.
r a n d ( ) ;

395718860534
d i c e : = r a n d ( 1 . . 6 ) ;

d i c e ( ) ;
6

randomize() ;
1364410584

SetUpRSA:=proc(ndigits::posint)
  loca l  rnum,  Randy;
  r a n d o m i z e ( ) ;
  R a n d y : = r a n d ( 1 0 ^ ( n d i g i t s - 1 ) . . 1 0 ^ ( n d i g i t s ) ) ;
  p r i n t ( R a n d y ( ) ) ;
end:
  
  
SetUpRSA(3);

623
SetUpRSA:=proc(ndigits::posint)
  l o c a l  r n u m ,  R a n d y ,  M a n d y , p ,  q ,  n ,  e ,  p h i ,  d ;
  r a n d o m i z e ( ) ;
  R a n d y : = r a n d ( 1 0 ^ ( n d i g i t s - 1 ) . . 1 0 ^ ( n d i g i t s ) ) ;
  p :=nextpr ime(Randy( ) ) ;
  q :=nextpr ime(Randy( ) ) ;
  p h i : = ( p - 1 ) * ( q - 1 ) ;
  n : = p * q ;
  Mandy:=rand(3 . .p ) ;
  e :=Mandy( ) ;
  w h i l e  (  g c d ( e , p h i )  < >  1 )  d o
    p r i n t ( e , " g c d  o f  e ,  p h i  i s " ,  g c d ( e , p h i ) ) ;
    e : = M a n d y ( ) ;
  o d ;
  
  #   n e e d  g c d ( e , p h i ) = 1
  p r i n t ( p , q ,  n ,  p h i ,  e ) ;
end:



(11)(11)

(7)(7)

(13)(13)

>  >  

>  >  

(9)(9)

>  >  

>  >  
(10)(10)

(12)(12)

(8)(8)

>  >  

>  >  

>  >  

>  >  

>  >  

SetUpRSA(10);

SetUpRSA:=proc(ndigits::posint)
  l o c a l  r n u m ,  R a n d y ,  M a n d y , p ,  q ,  n ,  e ,  p h i ,  d ;
  r a n d o m i z e ( ) ;
  R a n d y : = r a n d ( 1 0 ^ ( n d i g i t s - 1 ) . . 1 0 ^ ( n d i g i t s ) ) ;
  p :=nextpr ime(Randy( ) ) ;
  q :=nextpr ime(Randy( ) ) ;
  p h i : = ( p - 1 ) * ( q - 1 ) ;
  n : = p * q ;
  Mandy:=rand(3 . .p ) ;
  e :=Mandy( ) ;
  w h i l e  (  g c d ( e , p h i )  < >  1 )  d o  #   n e e d  g c d ( e , p h i ) = 1
    # #  p r i n t ( e , " g c d  o f  e ,  p h i  i s " ,  g c d ( e , p h i ) ) ;
    e : = M a n d y ( ) ;
  o d ;
  d : =  1 / e  m o d  p h i ;   
  p r i n t f ( " p u b l i c  k e y  i s  ( % d , % d ) ,  p r i v a t e  i s  ( % d , % d ) " ,
         n , e ,  n ,  d ) ;
  r e t u r n  (  [ n , e ] ,  [ n , d ] ) ;
end:
pub,priv:=SetUpRSA(4);

p u b l i c  k e y  i s  ( 9 1 6 4 4 5 5 1 , 4 7 9 9 ) ,  p r i v a t e  i s  ( 9 1 6 4 4 5 5 1 , 7 5 6 2 5 7 9 9 )

Still need something to convert my plaintext into BIG numbers,
Something to do the exponentiation stuff.

n : = p u b [ 1 ] ;  e : = p u b [ 2 ] ;  d : = p r i v [ 2 ] ;

t e x t ;
"now is the time and this is the record of the time."

wi th (S t r ingToo ls ) :
Exp lode( tex t ) ;

map(Ord,%);

t ry i t :=map(Ord ,Exp lode( tex t ) ) ;



(16)(16)

(20)(20)

>  >  

>  >  

(7)(7)

(13)(13)

>  >  

>  >  

>  >  

(22)(22)

(21)(21)

(18)(18)

(19)(19)

>  >  

>  >  

>  >  

(17)(17)

>  >  

>  >  

>  >  

>  >  

(14)(14)

(15)(15)

>  >  

c o n v e r t ( t r y i t ,  b a s e ,  2 5 6 ,  n ) ;

convert(%,base,n,256);

Str ingToBaseN:=proc( text : :s t r ing,n: :posint )
  c o n v e r t (
     m a p ( O r d , E x p l o d e ( t e x t ) ) ,
     b a s e ,  2 5 6 ,  n ) ;
end:
BaseNToStr :=proc(baseN:: l is t (posint ) ,  n : :posint )
    ca t (op (map(Char ,
            c o n v e r t ( b a s e N , b a s e , n , 2 5 6 ) ) ) ) ;
end:
S t r i n g T o B a s e N ( " s t u f f  s t u f f  s t u f f y  s t u i f f " , 4 5 6 ) ;

BaseNToStr(%,456);
"stuff stuff stuffy stuiff"

ApplyRSA:=proc(baseN: : l i s t (pos in t ) ,  key : : l i s t (pos in t ) )
  l o c a l  n ,  e ;
  n : = k e y [ 1 ] ;  e : = k e y [ 2 ] ;
  map(  x-> modp(x&^e,  n) ,  baseN);
end:
ApplyRSA(  S t r ingToBaseN("y ipp i ty  z ipp i ty" ,  n ) ,  [n ,e ] ) ;

ApplyRSA( %,  [n ,d] ) ;

BaseNToStr(%,n);
"yippity zippity"

DoRSA :=  proc(  text ,  key)
  ApplyRSA(  Str ingToBaseN(text ,  key[1] ) ,  key)
  e n d :
UndoRSA:=proc (numlist, decr)
  BaseNToStr (  ApplyRSA (  numl is t ,  decr ) ,  decr [1 ] ) ;
end:
DoRSA(text,  pub);

UndoRSA(%, priv);
"now is the time and this is the record of the time."


